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Important Note: This document was prepared for a
private audience. Copyrights for images included in
the presentation have not been obtained from the
right owners. If you are a right owner and wish for
the images not to continue to be included, please
contact me via email: edmon@dot.asia
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gTLDs New gTLDs  ccTLDs IDNs Prices Partners Tools

Hosting Security Trademark  Corporate Brand Protection

# = FullIDNs = .9PE Domain Registration - China Domains

Search and Register

Enter your desired domain name and click Search.

omedomainname

gTLDs New gTLDs ccTLDs IDNs Prices Partners

Tools  Hosting Security Trademark  Corporate Brand Protection

# = Domain Availability Results

o 4
<
Select & Register ADD TO GART

] Domain Annual Fee g: ZUp Country / Category Popular Restriction Trustee

~__somedomainname.$PEl 39.95USD /1 Year Zitid China
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Also Available in these Domains



JiJI My Account

# €3 | & 101domain, Inc. (US) | https://my.1Q

ain.com/cart/splash.html?submi

someone@somedomainname.PE

Country* Hong Kong

City* State/Province
Tsim Sha Tsui
Postal/Zip Code*

HK
Phone*

fl El - 98765432
Fax

Sia EI - 98765431

Same as Billing Address

First Name* Last Name*

Someone Using IDN

Email Address*

someone@somedomainname.PE




Input

User Interaction /
Receiving Data

Storage Output

Storing Data / Interface Display /
Representations Reporting Data

Transport Analytics

Exchanging Data / Intra Administrative &
& Inter Systems Operative Systems
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What is an IDN Variant?




IDN Variants in the Chinese Context

A worst but “easiest to understand” analogy:
— www.doMain.asia

— www.DOMaiN.asia
— wWw.dOmalN.aSIA

Simplified / Traditional Chinese
— Traditional: #8151 & #8.asia | =B M. oM
— Simplified: FE & #.asia | F1E A F5. LM

Linguistic Origin
Technical Limitations
Policy Implementations

@
Connecting Asia with One Domain CaSIa



Asia IDN Variant Policies

« Simplified and Traditional Chinese
— CDNC Table (incorporating both CNNIC and TWNIC provisions)
— Hong Kong (Cantonese) Supplementary Characters

—

A3 i~ LJA (\J

of a gTLD

— HARZE.jp | J=:E.jp 2 Japanese
— = cn | HAZE.cn & Chinese
VEZE asia | HAEE.asia ?

N I I |




What is homographic attack?



Homographic "Domain Attack”

* A worst but “easiest to understand” analogy:
— WWW.google.com

— WWW.google.com

Homographic Attack using IDN

— English: PAYPAL.com | paypal.com
— Greek+English: PAYPAL.com | paypal.com

Similar looking characters
Label Generation Rules: Character Repertoire
Not necessarily related to “IDN Variants”

©
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Phishing Domains Stats from APWG

Basic Statistics

2H2014 1H2014 | 2H2013 | 1H2013 | 2H2012 | 1H2012
Phishing
domain names 95,321 87,901 82,163 53,685 89,748 64,204
Attacks 123,972 | 123,741 | 115,565 72,758 | 123,476 93,462
TLDs used 272 227 210 194 207 202
IP-based phish
(unique IPs) 3,095 2,317 837 1,626 1,981 1,864
Maliciously
registered
domains 27,253 22,679 22,831 12,173 5,833 7,712
IDN domains 103 112 82 78 147 58
Number of
targets 569 756 681 720 611 486

Attack using IDN homographs: 0




Domain Registration Abuse

Suspension Policy Forum
APTLD | Singapore | 2013.02.22

DOTASIA

* ORGANISATION




A governed process for suspending
maliciously registered domains securely,
prudently, and with manageable scale

registries when other remedial avenues have been exhausted.

Closely allied with governance bodies and corporate operational
directorates responsible for brand integrity and remote channel

security, the APWG was able to navigate the security and legal
challenges that domain suspensions need to address in the
development of its AMDoS application.
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Universal Acceptance of IDN
IS a matter of Consumer Trust

Registrants will be frustrated and End-Users will be
confused, overall trust on the DNS will be harmed
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