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A Matter of World View!





Businesses are known in their 
native languages 







Input	  
User	  Interac9on	  /	  
Receiving	  Data	  

Output	  
Interface	  Display	  /	  
Repor9ng	  Data	  

Transport	  
Exchanging	  Data	  /	  Intra	  	  

&	  Inter	  Systems	  

Storage	  
Storing	  Data	  /	  
Representa9ons	  

Analy6cs	  
Administra9ve	  &	  
Opera9ve	  Systems	  





What is an IDN Variant?!



IDN Variants in the Chinese Context!
•  A worst but “easiest to understand” analogy:

–  www.doMain.asia
–  www.DOMaiN.asia
–  wWw.dOmaIN.aSIA

•  Simplified / Traditional Chinese
–  Traditional: 網域名稱.asia  |  網域名稱.亞洲 
–  Simplified:  网域名称.asia  |  网域名称.亚洲 

•  Linguistic Origin
•  Technical Limitations
•  Policy Implementations



.Asia IDN Variant Policies!
•  Simplified and Traditional Chinese

–  CDNC Table (incorporating both CNNIC and TWNIC provisions)
–  Hong Kong (Cantonese) Supplementary Characters

•  Consideration for Japanese Kanji in the Context 
of a gTLD
–  日本語.jp  |  漢語.jp à Japanese
–  漢語.cn  |  日本語.cn à Chinese
–  漢語.asia  |  日本語.asia ?



What is homographic attack?!



Homographic “Domain Attack”!
•  A worst but “easiest to understand” analogy:

–  www.goog1e.com 
–  www.google.com 

•  Homographic Attack using IDN
–  English: PAYPAL.com  |  paypal.com 
–  Greek+English:   PAYPAL.com  |  paypαl.com 

•  Similar looking characters
•  Label Generation Rules: Character Repertoire
•  Not necessarily related to “IDN Variants”



Phishing Domains Stats from APWG!

A8ack	  using	  IDN	  homographs:	  0	  



Domain Registration Abuse 
Suspension Policy Forum
APTLD  |  Singapore  |  2013.02.22





 .Future…!



 Internet of Things 物联网 

fridge.john.asia	  
冰箱.王某.网站 

tv.john.asia	  
电视.王某.网站 

oven.john.asia	  
烤箱.王某.网站 

sink.john.asia	  
厨房.王某.网站 

 Internet of Names 域名网 



Identities that Connect with People!



Universal Acceptance of IDN!
is a matter of Consumer Trust!

Registrants will be frustrated and End-Users will be 
confused, overall trust on the DNS will be harmed



Every .Asia 
Domain 
Contributes to 
Internet 
Development 
in Asia!

love.from.asia!
Edmon Chung 
<edmon@registry.asia>


